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Chapter 4

Cloud Computing, Privacy
Impact Assessments and
Record-Keeping Regarding
Data Protection in Japan

Chuo Sogo LPC

1. Introduction

Data protection in Japan is governed by the Act on the
Protection of Personal Information and its amendments
(“APPI”), which was enacted in 2003 and fully came into force
in 2005. Thereafter, the APPI was amended in 2015, 2020 and
2021. Currently, there are discussions regarding amendments
to the APPI that may introduce an administrative penalty
system in addition to the current fines, and establish systems
for injunction claims and remedies for damages on behalf of
consumer organisations.

The most notable change with the 2015 amendment, which
fully came into force in 2017, was the establishment of the
Personal Information Protection Commission (“PPC”). The
extraterritorial application of the APPI was expanded as well.

The 2020 amendment fully came into effect in 2022 and
included clarifications about personal information with regard
to its ability to identify an individual, i.e. “person-related”
rather than personal information, as well as pseudonymous
information. Itintroduced a prohibition on a business operator
handling personal information using personal information to
potentially facilitate illegal or inappropriate acts. It also intro-
duced the requirement that the APPI has to be reviewed every
three years.

In this chapter we will address three specific topics under
the APPI, as follows:

B privacy and security in cloud computing, focusing on a
recent administrative case;

B Privacy Impact Assessments (“PIA”) in Japan; and

m  records concerning the provision of personal data' to
third parties in Japan.

2. Privacy and Security in Cloud
Computing

Below we will discuss the evolving requirements for data
protection in Japan for organisations using cloud computing.
This could include the security and privacy challenges of
storing and processing data in the cloud, and Japan’s regula-
tions concerning cloud service providers and data centres.

In the context of information and communication tech-
nology, the term “cloud computing”, or simply “cloud”, refers
to the provision of certain computing resources “as a Service”
over the internet, or to such computing systems that are used
to provide such services. There are many instances where
a company stores and uses personal data of its customers
or employees in the cloud; however, in some cases, this can
cause a problem in relation to the regulation under the APPI.
This section discusses the relationship between cloud usage
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and the APPI, focusing on the regulations on the provision
of personal data to third parties (as well as the issues related
to the restrictions on the provision of personal data to third
parties in foreign countries).

When a company stores and uses personal data of its
customers or employees in the cloud, that personal data is
transferred from the company to the cloud service provider.
In view of the regulations imposed under Japanese law on the
“provision” of personal data to third parties, a cloud service
provider planning to operate cloud services in Japan may
adopt one of the following three legal solutions: (1) obtaining
the consent from the individuals; (2) entrustment; and (3) the
so-called “cloud exception”.

1. Obtaining the consent from the individual

Japanese law allows the provision of personal data to third
parties, provided that the consent from the individual to
whom the personal data belongs (hereinafter the “indi-
vidual”) is obtained (Article 27, paragraph (1) of the APPI). In
reality, however, it may not always be easy for companies to
comply with this provision, because obtaining consent from
the individuals may not be straightforward when companies
hold various types of personal data. For example, in the case
where a company collects the personal data of its customer’s
family, to store the collected data in the cloud it uses, it must
obtain, directly or indirectly, the prior consent of each family
member concerned, otherwise it cannot use the cloud for
dealing with the collected data. As this is extremely imprac-
tical, the company may give up using the cloud after all.

It should also be noted that Japanese law puts an additional
restriction on the provision of personal data to “third parties
in foreign countries”? (Article 28 of the APPI). A foreign busi-
ness operator (i.e., a business operator established in a foreign
country) that receives personal data from a business oper-
ator handling personal information in Japan does not fall into
the category of “third parties in foreign countries”, provided
that the former is also a “business operator handling personal
information” in Japan (Section 2-2 of the Volume on Provision to
a Third Party in a Foreign Country, the Guidelines for the Act on
the Protection of Personal Information (the “APPI Guidelines”)),
because Japanese law applies to business operators handling
personal information in Japan. On the other hand, however,
it is also provided that whether a foreign business operator
qualifies as a “business operator handling personal infor-
mation” under Japanese law is determined on a case-by-case
basis, taking into consideration the actual state of its busi-
ness in Japan,’ from which it can be said that the criteria for
such determination are yet to be clearly defined. If a foreign
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business operator takes “appropriate and reasonable means”
(Article 16 of the APPI enforcement rules) in appropriate ways,
the “restriction on the provision of personal data to third
parties in foreign countries” does not apply to the foreign busi-
ness operator. However, this is also determined on a case-by-
case basis (Section 4-1 of the APPI Guidelines).

Accordingly, it can be said that, for foreign business operators
planning to operate a cloud business in Japan, it should be hard
to establish such a business based on the self-procurement of
individual consent and hence they should adopt other solutions,
namely entrustment or cloud exception (discussed below).

If the act of storing and using personal data in the cloud
can be deemed to constitute the “entrustment” of personal
data-handling to a cloud service provider, it does not fall under
third-party provision (Article 27, paragraph (5), item (i) of
the APPI). “Entrustment” of personal data-handling means
that “a ‘business operator handling personal information’ is
having another party handle personal data by any form or type
of contract” (GL3-4-4 of the General Rules of the APPI), and is
considered one of the grounds for exceptions to third-party
provision regulations under Japanese law. As explained below,
there are cases where it is difficult to adopt the solution of

“cloud exception” and the only available solution is “entrust-

ment”. Please be advised that if the cloud service provider is

located in “foreign countries” under the PPC, the “entrust-
ment” theory cannot be used.

The entrustor has an obligation to supervise the entrustee
(Article 25 of the APPI). Hence, a business operating cloud
services in Japan is subject to the supervision by the entrustor
(i-e., the cloud user). The entrustor is required to supervise the
entrustee to ensure that the entrustee takes security control
measures equivalent to those the entrustor should take under
Article 23 of the APPI; cloud users may thus demand strict
supervision of cloud service providers.

However, if, at the request of a cloud user, a cloud service
provider discloses its server configuration details to the cloud
user or allows the cloud user to enter into its data centre
without careful consideration, the cloud service provider risks
losing trust from other cloud users. On the other hand, the
cloud service provider may not refuse all of the user’s demands
on supervision, due to the strict obligation of supervision
imposed on the user.

The PPC closely monitors compliance with such obliga-
tion. For example, in the Notice it issued on March 25, 2024,
the PPC called for the attention of business operators handling
personal information by reminding them of the key considera-
tion for employing a cloud service provider, as follows:

m  Before selecting cloud service providers and services,
fully understand and confirm not only the functions and
support system of the target services but also the secu-
rity measures included in the services.

B Clearly document the content of necessary and appro-
priate security control measures (including the roles and
responsibilities in the handling of personal data) agreed
with the cloud service provider concerning the handling
of personal data as objectively as possible in the form of
terms and conditions or a contract (Q5-8 of FAQs on the
APPI Guidelines).

B Review the statuses of the security measures and the
security control measures of the service being used, by,
for example, obtaining regular reports from the cloud
service provider.
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In this context, it can be said that an extremely careful judg-
ment must be made regarding the extent to which a cloud
service provider should accept the cloud users’ demands on
supervision.

There are hardly any examples of administrative advice on
the level of supervision required for cloud use, and the PPC
does not have any explicit judgment criteria. Such being the
situation, consulting a law firm specialised in the APPI may be
essential for those engaged in the cloud businesses.

3. Cloud exception

The “cloud exception” is a concept that in a third-party provi-
sion of personal data, no consent thereto is required in the
cases where the contract stipulates that the recipient of the
data shall not “handle the received personal data” because
such cases do not constitute provision of personal data from
a company to a cloud service provider (Q7-53 op. cit.). Such a
concept of excluding an act of storing in and using the cloud
from the scope of “provision” is unique to Japan, as by contrast,
the General Data Protection Regulation includes the act of
storing personal information per se in the definition of the
term “processing”.

Itis said thatto “nothandle personal data” refers to the cases
where the contract stipulates that the cloud service provider
shall not handle the personal data stored on the server and
where appropriate access control is in place (Q&A7-53 op. cit.).
As mentioned above, the “cloud exception” is a concept unique
toJapan, and the conditions for applying the “cloud exception”
are not clear, with many issues remaining unresolved also in
the APPI. For example, while it is required that the contract
contains a provision of “no handling of personal data”, in prac-
tice, virtually no business operators stipulate “no handling of
personal data” in any case. It is thus very difficult to deter-
mine what kind of cases are appropriate for stipulating disclo-
sure of personal data.

In recent years, there was a case where the PPC denied the
applicability of the cloud exception. Itis a case involving infor-
mation leakage at MKSystem Corporation (“MK”), a provider
of business systems services dedicated to certified social
insurance and labour consultants. The PPC denied the appli-
cability of the cloud exception to that case on the grounds that
MK had been in fact a cloud service provider entrusted with
the handling of personal data, rather than a provider “not
handling personal data”, which is recognised as a case that put
a brake on the mass-producing of cloud exception cases.

Specifically, the PPC denied the applicability of the cloud
exception for reasons including the following:

B The terms of use stipulated specific cases where MK was
allowed to use personal data pertaining to the clients of
the certified social insurance and labour consultants or
others using the service.

m MK had a maintenance ID that provided MK with access
to the personal data in the system where no technical
access control or other measures were taken to prevent
MK’s unauthorised handling of the data.

It is said that until this decision was presented, there were
many cases that were easily configured as cloud exceptions.

In the event where the applicability of the “cloud excep-
tion” is denied, the relevant business operator handling
personal information and the cloud service provider may face
the risk of having to drastically reorganise their cloud busi-
ness operation. Hence, failure to comply with Japanese law
can be a major blow to both business operators handling
personal information and cloud service providers. However,
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the option of “entrustment” is not quite user-friendly in view
of the supervisory obligations. After all, for foreign business
operators planning to operate a cloud business in Japan, use
of the last option, namely the “cloud exception”, should be the
best solution.

On the other hand, as can be seen from the fact that the PPC
also denies, in general terms, the applicability of the “cloud
exception” to cases involving processing of personal data
including editing and analysing (“Response from the compe-
tent authority to the request for consideration, FY2022, No.
307”), it is difficult to rely on a legal position to the deploy-
ment of Saa$ (i.e., software and services made available over
the internet) in Japan. Consequently, the option of “entrust-
ment” should also be legally positioned as a secondary solu-
tion, because relying solely on the option of “cloud excep-
tion” is too risky. In the future, as the PPC’s administrative
advice examples accumulate, the legal positioning of cloud use
should become clearer. Until then, at least for the time being,
a safe way to operate may be to take a two-tier approach with
the “cloud exception” as the primary solution and “entrust-
ment” as the secondary solution.

3 PIA

Are PIA required under Japanese law? If so, in what

circumstances and what should they include?

Under Japanese law, PIA is not considered a mandatory obli-

gation for business operators handling personal information.

However, when handling personal information, it is crucial to

incorporate the protection of individual rights and interests,

including personal information protection, into the design
stage of business operations. PIA, a risk management method
that evaluates potential impacts in advance to reduce or avoid
risks of infringing on privacy and other individual rights and
interests during the initiation or modification of businesses
involving the collection of personal information, is encouraged
as a voluntary initiative. In 2021, the PPC published a report
titled “Promotion of PIA Initiatives — Points to Consider in Line
with the Significance and Implementation Procedures of PIA”,
which discusses the significance and specific methods of PIA.

The significance and effects of implementing PIA include
the following:

1.  Gaining trustfrom stakeholders, including consumers: It
serves as proof of appropriate measures taken to comply
with laws and reduce risks, contributing to social cred-
ibility. Additionally, by publishing results, it fulfils
accountability, enhances transparency and helps elim-
inate information asymmetry between consumers and
business operators handling personal information.

2.  Reducingtotal business costs: Necessary measures can be
taken before deciding on significant system investments
or business discontinuation, ultimately controlling total
business costs.

3. Improving governance, including employee education:
Employees become aware, and management can grasp
the handling status of personal information, thereby
improving governance.

An example of specificimplementation procedures includes:

B “Preparation”, which involves comprehensive and broad
information collection and organisation, such as system
development and confirmation of personal information
flows, after considering whether to implement PIA.

[ “Risk Identification and Evaluation”, where evaluators
specifically identify and assess risks related to personal
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information handling and identify significant risks and
matters requiring action based on the preparation.

m  “Risk Reduction”, where designers and others formulate
and execute specific measures and plans to reduce the
risks identified and evaluated.

In practice, the approach varies depending on the scale,
nature and content of personal information, and it is impor-
tant for business operators handling personal information to
consider the optimal method themselves. The results of PIA
implementation should be compiled into a report, not only
for reporting to the management of the business operators
handling personal information but also for external publica-
tion from the perspective of accountability and transparency
to stakeholders, including consumers. In such cases, itis effec-
tive to create a summary and publish it concisely and under-
standably, rather than detailing the implementation results.

The report may include the flow of personal information
handling, the scope of PIA implementation within that flow,
implementation methods, identified risks, evaluation results
of those risks, and countermeasures. Although PIA is not a
legal obligation in Japan, it is promoted as a voluntary initia-
tive, and considering that some countries have made it a legal
obligation, it is expected that more businesses will imple-
ment it in the future. When implementing, itis important not
to do so aimlessly but to fully understand its significance and
ensure appropriate effects, implementing PIA content suitable
for each business.

There is no requirement to consult the data protection
authority before processing if a PIA indicates high risk.

4 Records Concerning the Provision of
Personal Data to Third Parties

Are organisations required to maintain internal

records of their processing activities? If so, what
details must be recorded and who can access them?

Yes, business operators handling personal information must
create records concerning the date of provision of personal
data to third parties and the name or title of the third party
when providing or receiving personal data from third parties.
The principle is to create records promptly each time personal
data is exchanged, but there is an exception where records can
be created collectively instead of individually when personal
data is exchanged continuously or repeatedly with a specific
business within a certain period.

Additionally, when entering into a contract for the provision
of goods or services to the person and providing personal data of
the contracting party to a third party in the course of fulfilling
the contract, it is possible to track the distribution of personal
data using the contract or other documents created at the time
of provision, and these documents can serve as records.

Records must include the following items:

When providing to third parties with consent:

1.  “Name or title and address of the third party, and in the
case of ajuridical person, the name of its representative.”

2.  “Name of the person identified by the personal data and
other matters sufficient to specify the person.”

3. “Items of the personal data.”

4.  “Statement of obtaining the person’s consent.”

When receiving with consent:

1.  “Name or title and address of the third party, and in the
case of ajuridical person, the name of its representative.”
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2. “Background of the third party’s acquisition of the
personal data.”

3. “Name of the person identified by the personal data and
other matters sufficient to specify the person.”

4.  “Items of the personal data.”

5.  “Statement of obtaining the person’s consent.”

In certain cases, itis possible to omitrecord items. Regarding
the recorded third-party provision records, if a disclosure
request is made by the person, it is necessary to disclose the
information to the requesting parties without delay. However,
in the following cases, it is exceptionally permissible not to
disclose all or part of the records:

1.  Cases where disclosure is likely to harm the life, body,
property, or other rights or interests of the person or a
third party.

2.  Cases where disclosure is likely to seriously impede the
proper execution of the business of the business operator
handling personal information.

3. Cases where disclosure violates other laws and
regulations.

5 Conclusion

Above we discussed three important topics regarding data
protectionin Japan. First, asthe PPC addresses more cases with
respect to cloud computing, we expect the scope of the “cloud
exception” to become clearer. However, as the MK case indi-
cates, a provider of business systems services over the internet
may be considered to have been entrusted with the handling
of personal data, in which case the option of “entrustment”
should also belegally positioned as a secondary solution. Thus,
it may be prudent for companies to follow a two-tier approach
for the time being with the “cloud exception” as the primary
solution and “entrustment” as the secondary solution.
Second, in Japan, although PIA is not a legal obligation,
it is encouraged as a voluntary initiative to reduce or avoid
risks of infringing on privacy and other individual rights and
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interests. When implementing, it is important to fully under-
stand its significance, implementing PIA content suitable for
each business.

Finally, in Japan, business operators handling personal
information must create records concerning the date of provi-
sion of personal data to third parties and the name or title of
the third party when providing or receiving personal data
from third parties. Although the principleis to create records
promptly each time personal data is exchanged, there is an
exception where records can be created collectively instead
of individually when personal data is exchanged continu-
ously or repeatedly with a specific business within a certain
period. If the data subject requests the business operator to
disclose its own personal data, in general the business oper-
ator shall disclose the personal data to the data subject.
Notwithstanding this obligation, there are exceptional cases
in which it is permissible not to disclose all or part of the
records (e.g., likely to harm the life, body, property, or other
rights or interests of the person or a third party).

Endnotes

1 We use the terms “personal data” and “personal information”. To
be precise, the definitions are different under the APPI, but we do
not distinguish them in this chapter.

2 However, Article 28 excludes countries that are prescribed by Order
of the PPC as having a personal data protection system recognised as
being of a similar standard to that of Japan from the scope of “foreign
countries”. For example, as of the time of writing this chapter, EEA
countries (EU countries, Iceland, Liechtenstein and Norway) and the
UK do not fall under the category of “foreign countries”.

3 See Q12-5 of FAQs on the APPI Guidelines. Since the location of
the server is not a criterion for determination, if a U.S. company'’s
server is located in an EU country and a Japanese business operator
handling personal information stores personal data in the cloud on
that server, it is deemed a transfer to a third party in the U.S. (i.e.,
subject to Article 28 of the APPI).
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